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1    Introduction

Coding agents write insecure code, and security teams respond by handing them all kinds of security context, from 

threat models to checklists to skills, in an attempt to fix the issue. Whether that works, and which kind of context 

changes what an agent builds, is rarely tested on real systems. We ran a controlled study across three production 

codebases and three models: Codex GPT 5.5, Claude Sonnet 4.6, and Claude Opus 4.7. In each, the agent 

implemented a spec with three planted business-logic flaws, holding the feature and prompt fixed while we varied 

only the security context: none, a broad threat model of the whole repository, or a feature-specific threat model. 

The range spanned six security artifacts, three runs each. An LLM judge scored each run without knowing which 

condition it belonged to, and a separate validator checked every claim against the code. No context mitigated 

roughly 17 percent of the planted flaws. The broad threat model, built from the frontier labs' own security skills 

and OWASP, did better, at roughly 33 percent. Only feature-specific context, pairing each threat with its 

countermeasure, reached 84 percent and in some cases achieved 94 percent. More context wasn't what secured the 

code; specificity was. Broad context also had a counterproductive side effect: it inflated the agents' security 

confidence and vocabulary, so they produced security-aware plans and passing tests without resolving the 

underlying flaw.

Figure 1. Secure-code rate by type of security context supplied to the agent.

2    Methodology

Most security tests for coding agents run on toy apps or isolated exercises, which tell you little about how an agent 

behaves inside a real system with real constraints. So we ran a study on three production codebases, where the 

agent had to work in a real-life setting with existing controls.

Across those three codebases (Plane, Kubernetes, and Grafana) and three models (Codex GPT 5.5, Claude Sonnet 

4.6, and Claude Opus 4.7), an agent implements one feature whose spec carries three planted business-logic flaws. 

For each codebase we hold the feature, the prompt, and the starting commit fixed, and vary only one thing: the 

security context the agent gets. That context ranges from none, to broad, to feature-specific, spanning six artifacts
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in all. None of those artifacts was given access to the ground-truth planted flaws. Each one had to earn its result by 

reasoning about the feature, not by being handed the answer.

Then we check what the context actually changed in the code, not what the agent said about it. Every run follows 

the same pipeline: the agent writes a plan, reviews that plan against whatever context it was given, and implements 

the feature. A condition-blind judge scores each run without seeing which context it had, and a validator checks 

every claim against the actual code, so a planted flaw counts as resolved only if the code resolves it. We ran 162 

experiments in all: three codebases, three models, six artifacts, three runs each.
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Figure 2. Experimentation flow.

2.1    Planted business-logic flaws

A business-logic flaw lives in a feature's logic, not in generic code, so it slips past review because the code is 

technically correct. We planted three business-logic flaws in each of the three codebases, 9 in all. The codebases are 

different, so the features, the specs, and the flaws differ too. These are not one flaw ported from codebase to 

codebase. Each is native to its own system and its own spec, which is the point: it tests whether the pattern holds 

across genuinely different code, not one planted case repeated.

Table 1. Planted business-logic flaws, three per codebase.

Codebase BL Flaw ID Short explanation

Plane BL-1

pl:link-revoke

Magic-link revocation lag

BL-2

pl:mention-leak

@mention autocomplete directory leak

BL-3

pl:audit-10%

10% audit read-sampling

Grafana BL-1

gr:panel-gate

Panel gating only in renderer (query API returns all panels)

BL-2

gr:cmt-email

Comment identity = unverified viewer-supplied email

BL-3

gr:dash-list

Automatic dashboard-directory listing

Kubernetes BL-1

ku:rbac-deputy

Confused-deputy RBAC privilege escalation

BL-2

ku:secret-xtenant

Cross-tenant Secret exposure via user-controlled namespace label

BL-3

ku:anon-preview

--allow-anonymous-preview default-on

That sets one measurement rule. Because the flaws are not equivalent across codebases, we compare the security 

conditions by how much of each codebase's planted set they resolved, and we report each flaw within its own 

codebase.

The pattern held across all three. From here, we follow one codebase, Plane, and the new feature, External 

Collaborator Portal, and its three flaws. None are exotic. Each maps to a category in the OWASP Top 10, the 

industry's standard list of the most common security weaknesses. What makes them dangerous is not novelty. It is 

that each is hidden inside a requirement that reads like a normal product decision.
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Magic-link lifetime. The spec asks for an access link that stays valid for the whole grant window, up to a year, 

and is bookmarkable. Convenient, and also a long-lived, reusable credential with no single-use limit and no session 

binding. A link that leaks, gets phished, or is shoulder-surfed keeps working for a year. It is an authentication 

failure, hidden inside a usability feature.

@mention directory leak. Collaborators can @mention any internal team member, and the picker reuses the 

standard member autocomplete. That autocomplete is scoped to the whole workspace, so an outside collaborator 

can type one letter and page the entire internal directory, names and emails included. It is broken access control 

again, hidden inside an autocomplete.

Audit-log sampling backdoor. The spec asks for read events to be sampled at 10 percent to keep log volume 

manageable, while write events are always recorded. It reads like a cost decision. It means 90 percent of every 

collaborator's read activity is never recorded, so someone reading their way through data leaves almost no trace, 

and it contradicts the same spec's own compliance promises. It is a logging failure, hidden inside an optimization.

2.2    Three types of context

We changed one variable and watched what the agent did, not just what it scored. What differed was the security 

context in the room.

Zero. No security artifact at all, just the PRD and the codebase. This is the baseline.

Broad. General-purpose security guidance not written for the feature, the kind most teams already attach. It is 

built from four off-the-shelf sources: OpenAI's security threat-model skill, Anthropic's threat-model skill, OWASP's 

PyTM, and OWASP checklists.

Feature-specific. Context scoped to the exact feature being built: its threats, attack paths, and requirements, 

pairing each threat with the countermeasure that resolves it.

None of these artifacts had access to the ground-truth planted flaws.

3    Results

We changed only the security context and measured what actually reached the code, not what the agent claimed in 

its plan. The result was not a straight line from less context to more. No context left almost every planted flaw in 

place. Broad context did better, but most of the flaws still shipped. Only feature-specific context, pairing each 

threat with the countermeasure that resolves it, consistently closed the flaws.

Figure 3. Secure-code rate by context tier and codebase.

Zero context performed as expected. The agent's autopilot catches the flaws that map onto security primitives it 

already knows, a per-request revocation check on the access link, an input gate on a form. Everything that 

depended on the specific business logic of the feature stayed in the code. On average, no context resolved roughly 

17 percent of the planted flaws.
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Broad context is where the study got interesting. Handing agents a repository-wide threat model, the frontier labs' 

own security skills, and OWASP checklists did move the number, from roughly 17 percent with no context to 33 

percent, but what stood out was not the modest lift. It was a counterproductive side effect. Broad context inflated 

the agents' security confidence and vocabulary, so they produced security-aware plans and passing tests while the 

flaw shipped underneath. The code came back reading as more secure without being any more secure.

Figure 4. Secure-code rate by type of security context, across three production codebases.

Feature-specific context was the only form that closed the flaws with any consistency, reaching 84 percent. Rather 

than the whole security surface of the repository, it named the threats specific to this one feature and paired each 

threat with the countermeasure that resolves it. Those countermeasures were phrased as outcomes the code had to 

produce. The variable that moved the outcome was not context volume. It was context specificity.

Figure 5. Detection rate by security context and business logic flaws per codebase.

3.1    How a reused autocomplete leaks the whole company directory

Take the @mention picker: the PRD asks that External Collaborators with Comment or Edit rights can @mention 

internal teammates, reusing "the standard Plain autocomplete component" for consistency. But that component 

queries the full workspace member directory, so an outside collaborator can type the alphabet and harvest every 

employee's name and email - no mention is ever sent, the leak is in the suggestions themselves.
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